SWCAA VPN SETUP
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In order to setup your VPN client on your PC at home you will need to know
several things:

e The version of Windows you have installed (32 or 64 bit). Click on the start
button and select the settings gear icon. Select System then About. The
listing will indicate which version of Windows you are running.

e The name of your PC at work — This is includes your first name, last initial, a
dash, the PC10 (Duane and Danny use PC11). For example, Brian’s PC is
named BRIANF-PC10.

e Your SWCAA User ID (Your first name with a Capital first letter

e Your SWCAA Password

The VPN connection is established in two steps:
e Login to SonicWall — establishes a secure connection between your remote
PC and the SonicWall.
e Login to your PC—so that you have a remote session established with your
Office PC.

First of all open your Windows File Manager and under the Download Folder
create a new folder named VPN. Store all the VPN documents in this folder.

Please open your browser and enter www.swcleanair.org/agency/vpn.asp in the
URL area. This page is hidden from the general public.
e Click on the Setup Documentation to download this document. You may
have to use a right click and select Save Link As to download.
e Choose the 32 bit or 64 bit Setup Application appropriate for your PC
e Open the /Download/VPN folder and open the 184-...GVCSetup.exe
program.




The setup wizard window appears as below:

ﬁ SonicWALL Global VPN Client — pod

Welcome to the SonicwWALL Global VPN

Client Setup Wizard SONICWALL™

The inztaller will guide vou through the steps reguired toinstall SonicwALL Global WP Chent an
wour cornplter.

WARMIMG: Thiz computer program iz protected by copyright lavwe and international treaties.
Idnauthaorized duplication ar digtribution of this program, ar any partion of it, may result in severe civil
ar criminal penalties, and will be prozecuted to the masimum exstent pozzible under the law.

Click Next



ﬁ SonicWALL Global VPN Client — ot

License Agreement SONICWALL>

Pleaze take a mament ta read the licenze agreement now. If vou accept the terms belaw, click '
Aagree', then "Mext’". Otherwize click "Cancel”,

Software License Agrecment )
PLEASE READ THIS SOFTIWARE LICENSE AGREEMENT

("AGREEMENT") CAREFULLY BEFORE DOWNLOADING THE

SOFTWARE. BY CLICEING ON THE "I Agree"™ BUITON BELOW,

YOU INDICATE YOUR ACCEPTANCE OF THE TEEMS OF THIS LEGAL
AND BINDING AGREEMENT AND ARE CONSENTING TO BE BOUND BY
AND ARE BECOMING A PARTY TO THIS AGREEMENT. IF YOU DO
HOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, CLICK
THE "T Dn Wot Acree™ RBITTTON AND THE THSTATTATTON i

(11 Do Mot Agree @) fores

Click I Agree then Click Next



ﬁ SonicWALL Global VPN Client — ot

Select Installation Folder SONICWALL »

The ingtaller will install SonictwALL Glabal W¥PH Client ta the fallowing folder.

Toingtall in thiz folder, click "Mest". Toinstall to a different folder, enter it below or click "Browse'"

Enlder:
C:\Program Files (#2865 onictWaLL\SonicWALL Global YPM Clienth Browse. ..

Disk Cost...

Install SonicWALL Global VPN Client for voursef, or for anyone who uses this computer:

(®) Everyone
3 Just me
Cancel < Back
Click Next



ﬁ SonicWALL Global VPN Client — ot

Confirm Installation SONICWALL >

The ingtaller iz ready to inztall SonicwfALL Global WP Client o vour computer.

Click "Mest" to start the inztallation.

Click Next



Mew Connection Wizard pod

New Connection ’
To set up a new connection, specify the gateway's domain name or IP address.

Specify the domain name or IP address of the securty gateway.
74.92.174.29 |

IP Address or Domain Mame:

You may also specify a name for this connection.

74.92.174.29 |

Connection Mame:

To continue; click Mext.

< Back Next = Cancel

Enter 74.92.174.29 in the IP Address Box. You can optionally use a Connection
Name of your choice. This will appear in the connection box. Click Next.



Mew Connection Wizard hod

SONICWALL Completing the New Connection
Wizard

Your new connection iz ready to be added to your
corfiguration. You can set the following options for this new
cannection:

Create a desktop shortout for this connection

[«]iEnable this connection when the program is launched:

To complete this wizard, click Finish.

< Back Finish Cancel

You can optionally create a desktop icon and automatically launch the connection
when the program is started. Click Finish.



Connecting to SonicWalli

Open the Client connection you just completed installing. The VPN Connection
window appears.

SonicWall Global VPN Client - U *

File View Help

M Disable CL Status - 3 ~ Properties "' Show Log

Mame Peer Status
o 74.92.174.20 749217429

Connected

For Help, press Fi
Click on the green Enable button. The button changes to red Disable when you
are connected.

74.92.174.29 Pt

Enter Username | Password
This peer reguires that you log in with a username and
passward,

Please enter your uzername and pazsword azzigned to vou by
wour network, administrator,

Lzername; | |

Pazsword: | |

@ The peer does not allow zaving of uzername and password

[k Carcel

Enter your SWCAA User ID and Password and click OK. Depending upon your
version of Windows you may see a Connected notification window. Otherwise
you will see the VPN connection window with a red Disable button.



Establish a connection to your Office PC

Click on the Start Button and type RDC.

All Apps Documents Email Web More =

Best match
*,\ Remote Desktop Connection L
- -
= app 3¢
Search the web .
Remote Desktop Connection
L rdc- see web results 2 App
=) Open
Lo Run as administrator
il Open file location
13 Pin to Start
1= Pin to taskbar

£ rde

For your convenience select Pin to Start or Pin to taskbar



All Apps Documents Email Web More

Best match

Remote Desktop Connection L'
=0

PR 05 Run as administrator »*

Search the web [l Open file location

Remote Desktop Connection
£ rdc - see web resulis -9 Ppin to Start App

-3 Pin to taskbar

f Open

Recent

B brianf-pc10

£ rde
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Now you connect to your Office PC. Enter your Computer name and for a user
name enter swcleanair\Username. You only have to do this once.

trj Remote Desktop Connection — >

| Remote Desktop
<,>< Connection

General Display Local Resources  Experience  Advanced

Logon settings
§ L Enter the name of the remote computer.
.
Computer: | EEIENERSN v

|ser name: |swcleanair'hErian |

fou will be asked for credentials when you connect.

[ ] Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file or open a
saved connection.

Save || Saets. || Open.

@ tio er e

Click Connect
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After the initial setup you will just see the screen below

B Remote Desktop Connection — >

| Remote Desktop
<< Connection

Computer: | ERIEZESMN v

lUsername: swcleanair.Brian

You will be asked for credentials when you connect.

© Srowotins el

Click Connect and enter your password on the next screen.

Windows Security -

Enter your credentials

These credentials will be used to connect to BRIAMF-PC10.

Brian

swcleanair\Brian

D Remember me

Mare choices

oK Cancel
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On the very first time connecting, you will see the screen below. Just check the
Don’t Ask me again box, then click Yes

B Remote Desktop Connection >

"ﬁ Theidﬂiiﬁyﬂihrﬁldemlermhemiﬁed_ﬂn
& /' you want to connect anyway?

The remote computer could not be authenticated due to problems with its
secunty certificate. k may be unsafe to proceed.

Cerificate name

5.l Name in the certficate from the remote computer:
BRIAMF-PC10.ad swcleanair.org

Certificate emors

The following emors were encountered while validating the remote
computer’s cerificate:

/. The cerfficate is not from a trusted certifying authority.

Do you want to connect despite these cerfficate emors?

View cerificate... Yes Mo

You will be connected to your PC and your desktop will appear. Your desktop
icons may be rearranged.
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Disconnecting from your Remote Session

The Connection bar is located at top-center of your monitor screen. It indicates a
connection to your Office PC. When you are finished with your session, click the X
to close the window and disconnect from your PC. Then find your SonicWall
Global VPN Client window, click on the 74.92.174.29 line then click the red
Disable button. Click on the X to close the window. The VPN Client will be placed
in your task bar icon list. In the future you can reopen the VPN Client from there.
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